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Global Critical Infrastructures

Critical infrastructures are generally 
thought of as the key systems, 
services, and functions whose 
disruption or destruction would have a 
debilitating impact on public health 
and safety, commerce, and/or    
national security. These include: 
ÅCommunications
ÅEnergy
ÅBanking
ÅTransportation
ÅPublic health and safety
ÅEssential government services



Infrastructure Reliance on Information & 
Communications Technology (ICT)



Drive strategic ecosystem and internal change that 
enhances critical infrastructure security and resiliency, 
builds trust and alignment of action with governments 

and critical infrastructure providers.

Microsoft's CIP Program



CIP Continuum

Å Outlines three distinct functions to 
create a critical  infrastructure  
protection capability

Å Emphasizes the importance of 
engaging with the private sector to 
effectively plan, manage, respond, 
and protect

Å Guides the development of programs 
that can evolve in a dynamic 
environment



Complexity and Critical Infrastructures

Source: modified from DǳŀǊŘƛƴƎ hǳǊ CǳǘǳǊŜ tǊƻǘŜŎǘƛƴƎ hǳǊ bŀǘƛƻƴ Ωǎ LƴŦǊŀǎǘǊǳŎǘǳǊŜ
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Policy
Decision 
Maker

�ƒEnhance partnershipand build 
understanding of roles and 
responsibilities

�ƒManage risk horizontally 
across global, interconnected 
infrastructures, focus on what 
is truly critical, support broad 
cross-government and industry 
situational awareness and 
response

�ƒEnhance security of the 
computing ecosystem by 
innovating security practices 
globally


